Cryptography and
INEWOTIKSSECUILY,
Chapter 12

Fifth Edition
Py Williaim Stallings

LLecture slides by Lawrie Brewn



Chapter 12— Message
AUthentication €GeS

Al cats' green on the Sunday he teok the message from
the'inside ofithe pillarandadded RPeter Moran's; name to
the twoe names already. printed there in the “Brontesaur*
code. The message now. read: “Leviathan to Dragon:
Martin' Hillman, Trever Allan, Peter Moran: observe and
tail.” What was the good or it John hardly knew. He felt
petter; he felt that at'last he had made an attack on RPeter
Vieraniinstead eiiwaiting passivelyand efiecting no
[elaliation: Besides; WhalWwas theruse eiibeingin
POSSESSIoN Giithe key 1o e CedEeS Ilfne NEVEL lOrK:
advantage: o2

— Jalking 1o Strange ' Men, RuthrRendell



Read Vap

opIcs

o IMESSAQE authentication reguirements

o IMESSage authentication UsIing encryption

e MACS

o HMAC authentication using a hash function
o CMAC authentication using.a.bleck cipher

o Genenc Compesition ferAuthenticated
EnRcryption

o PSeuderandom Number Generation (PRNG)
using Hash Functions and MACS




MEsSsage Aluthentication

Message authentication IS concerned with:
o protecting the integrity. of a message

o Validating Identity of eriginator

o Non-repudiation of origin (dispute resolution)

will consider the security requirements

then three alternative functions usea:
o Hash function (see Ch dl)

s MESSAQE Eencryption

» Message authentication cede (MAC)



VMESSage SEcCUnY REGUIEMENTS

disclosure

traffic analysis
masguerade

content moedification
seguence modification
IMming medification
SEUICE repudiation
destination repudiation
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SYymmetic Message Encrypticn
encryption can alse provides authentication

If:symmetric encryption IS used then:

o [ECEIVEr KNnoW Sender must have created it

o Since only sender and receiver know. key used
o KNOW content cannot have been altered...

o ... IffMessage has suitable structure,
iedundancy.era suitable checksum o detect
Ay CHaNGES

-+—Source A——» -+—— Destination B—»

E D

K E(K, M) K

(a) Symmetric encryption: confidentiality and authentication



RUBlIc-Key Vessage Encry/pion

It public-key encryption Is used:
o ENCryplion provides no confidence of sender
since anyone potentially knows public-key.

o NOwever If
Sender signs message using their private-key.
then encrypts with recipients public key:
nave both secrecy and authentication

s dgain Need terrecegnize cortpted MESSAGES
o DUt al cest of tWo public-key USES GRIMESSage

At

. E(PRa,M) PU, E(PU,E(PRa,M)) PR, E(PRa,M) py

(d) Public-key encryption: confidentiality, authentication, and signature



RUBlIc-Key Vessage Encry/pion

Dirty little detail on PKCS
Every time you encrypt, Size expands
Due to protections in PKCS#1.

So signing (by encryption) then encrypting,
the size Is more than doubled!

Tt Al

pR, E(PRa,M) PU, E(PU,.E(PRa,M)) PR, E(PRa,M) py,

(d) Public-key encryption: confidentiality, authentication, and signature
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MEeSssage Authentication' €Coede
(IMAE)

generated by an algorithm that creates a
small fixed-sized block

o depending on both message and Secret key.
o lIke encryption though need not be reversible

appended to message as a signature”

[ECEIVEN PEfEIMS Same computation on
MeSssage and checks It matches the MAC

Provides assurance that message Is
unaltered and cemes from Sender



VMESsage Authentication Cede

a small fixed-sized block of data
generated from message + secret key
MAC = C(K,M)
appended to message when sent




MEssage Aluthentication
COEUES

as shoewn the MAC prevides authentication

can also use encryption for secrecy
o generally use separate keys for each

o Can compute MAC either before or after
encryption

o IS generally regarded as better dene before, but
See Genernc Cempesition



MEssage Aluthentication
COEUES

why use a MAC?

o SOmetimes only authentication Is needed

o SOMetimes need authentication to persist lenger
than the encryption (e.g. archival use)

note that a MAC IS not a digital signature
Doees NOI provide nen-repudiation



MAC PrOPERIES

a MAC Is a cryptographic checksum
MAC = C, (M)

o CONdenses a variable-length message M

o USINg a secret key K

o 10 A fixed-sized authenticator

IS A Many-1e-ene unction
o pPotentially: many messages hiave same MAC
o DUt TINAING tAESE NEEAS 1O BEe Very: difficult



Reguirements fior MAES

taking Inte account the types of attacks

need the MAC to satisfy the foellewing:

. knoewing a message and MAC, Is infeasible
to find anether message with same MAC

>, MACs should be uniformly distributed

s MAC shoeuldidepenad eguallyenrall pits of the
mMessage



Secunty ol MAECS

like block ciphers have:

prute-force attacks exploiting
o Strong collision resistance hash have cost 212
128-hbit hash lecks vulnerable, 160-bits better

o MACS with known message-MAC pairs
can eitner attack keyspace (Cf: key searnch) or MAC
at least 1.28-bit MAC IS needed for SECUrity.



Secunty o MAES

cryptanalytic attacks exploit structure

o lIke block ciphers want brute-force attacks to
be the best alternative

more variety of MACS so harder to
generalize about cryptanalysis



Keyed Hash Functions as: MAES

want a MAC based on a hash function
o DEcause hash functions are generally faster
o Chypto hash function code Is widely available

hash includes a key aleng with message
original preposal:

KeyedHash = Hash (Key/|Message)

o SOIME Weaknesses Were found with this

eventually led to develepment of HMAC



RProbplemwithrKeyed IHash

KeyedHash = Hash (Key |Message)

Recall hash function works on blocks

Let M = Key | Message | Padding and M
M=My M5 ... M, where |M;| = Blocksize
Hash=H(H(... H(H(IV,M,);M,),....M )

Butican addextra block(S) M1 1By
Hashi=H(Hash; VL)

Unless formatting prevents it...

... but still best toruse HMAC!
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HMAEC DESIGNT ORJECLIVES

use, without modifications, hash functions

allow for easy replacement of embedded
nash function

oreserve original performance of hash
function without significant degradation

Uuse and handle keys in a simple way.

have well' understoed cryptegraphic analysis
Of authentication mechanism strength




HIVIAC

specified as Internet standard RFC2104

uses hash function on the message:

HMAC, (M)= Hash|[ (K™ XOR opad) ||
Hash|[ (K%* XOR ipad) || M)] 1

o Where Kt Is the key padded out to block size

» opad, ipad are specified padding constants

eVerhead Is just 3 more hash block calctiations
than the message needs alene

any hash fiunctien can ke used
» eg. MD5, SHA-1, RIPEMD-160, Whirlpool



@Vverview




HIVIAC SecCUTItY.

proved security of HMAC relates to that of
the underlying hash algorithm

attacking HMAC reguires either:

o Drute force attack on key used
o Dirthday attack (but since keyed would need
e ehsen/eaven/ large number o messages)

CNEOSE hash function used based en
SPEEed Verses security constraints
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USIng SYymmetric Ciphers ior
WA GS

can use any block cipher chaining moede and use
final bleck as a MAC

Data Authentication Algoerithm (DAA) IS a widely,
used MAC based on DES-CBC

o Using IV=0 and zero-pad of final bleck
o encrypt message using DES in CBC mode

» and send justthe final block as the MAC
* or the leftmoest M bits (16=NM=64) of final block

put finalfMAC s new: tee small for security...
... Can use message blocks in reverse order...



DatarAlthentication Algerthm

L > |

——

(16 to 64 bits)




CIVIAC

previeusly saw the DAA (CBC-MAC)
widely used in govt & Industry.

Ut has message size limitation

can evercome using 2 keys & padding

thusiferming the: Cipher-hased Message
Authentication Cede (CIVIAC)

adopted by NIST SP800-38B



CMAEC OVeERIEew

(a) Message length is integer multiple of block size

{(b) Message length is not integer multiple of block size
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AUthenticatedrEncryption

Ssimultaneously protect confidentiality and
authenticity of communications

o Often reguired but usually separate

approaches

o Hash-then-encrypt: E(K, (M || H(V))

o MAC-then-encrypt: E(K2, (M| MAC(KZL, M))

o Encrypi-then-MAC: (C=E(K2, M), T=EMAC(KY., C)
» Encrypt-and-MAC: (C=E(K2, M), T=MAC(KL, M)
decryption /venfication straightferwara

but security vulnerabilities with all* these



CounterwithrCipher BlockK
Chamnimg-Message
Aluthentication Cede (CECIV)

NIST standard SP 800-38C for Wikl
variation of: encrypt-and-MAC approeach

algorithmic ingredients

o AES encryptien algentam

o CIR mode ofieperation

» CMAC authentication algenthm

Single key used fer both encryption & MAC



CCM —

OpPEeration

Ciry, Ctryy o Ctryy ——™
K —»




Galers/Counter Mode (GEIVI)

NIST standard SP. 800-38D, parallelizable

mMessage IS encrypted in variant ofi C

R

ciphertext multiplied with key & length over

GF(2'2%) to generate authenticator tag

have GIMAC. MAC-only.-moede alse

USES tWE [UNCHIeNS:
o GIHASH - a keyed hash function

o GCITR - CTR moede with iIncremented counter



GEM FURCHGNS

(a) GHASH,(X, 1 Xz Il ... 1 X, ) =¥,




GEM FURCHGNS

(b) GCTRKUICB, X; 1 X311 ... 01X =¥,




GCM vy - cim o
Mioede ..,.HL
OVerRview

l
v
MSB,
!
Tag




AUthenticated Encryption

Want confidentiality and integrity/authenticity.
Use combination of encryption

but how?
Generic Compaosition:

“Fooelproof waysitercombine (Compose)
encrypton and MAC terachieve AE

Trouble |Is, fools are so clever!



Genenc Compesition

Classic result by Bellare & Namprempre
Basic compositions (BN 2000)

MAC then Encrypt

Encrypt then MAC

Enciyptand MAC
Majer resuit:

Only Encrypt then MAC IS always safe

But caveats — depends onrassumptions
of encrypt...



Genenc Compesition

Recent reconsideration by Namprempre,
Roegaway & Shrimpten (201.4)

160 possible compositions - A-sechemes
3 Tavered” A-schemes - always geod
1 “transitional” A-SCheme - IRferor
3 elusive” A-SCREmES - not sure
145 are NeNSENSE oF WiKeng
Convert to B-schemes



Genenc Compesition

A-schemes use
I\VV-based encryption (IVE)
\ector MAC (vecMAC)
B-schemes use
I\VV-based enchyption (IVE)
String MAC (StrMAC)
Both produce nAE
Nonce-based Authenticated ERcryption



A-Schemes

Scheme A-1 Scheme A-2

N=nonce, M=msg, A=associated data
F =keyed MAC with key L, E, = encryption with key K
C = ciphertext, T =tag (MAC value)



A-Schemes

Scheme A-3 Scheme A-4

N=nonce, M=msg, A=associated data
F =keyed MAC with key L, E, = encryption with key K
C = ciphertext, T =tag (MAC value)



A-Schemes

Scheme A-5 Scheme A-6

N=nonce, M=msg, A=associated data
F =keyed MAC with key L, E, = encryption with key K
C = ciphertext, T =tag (MAC value)



A-Schemes

Scheme A-7 Scheme A-8

N=nonce, M=msg, A=associated data
F =keyed MAC with key L, E, = encryption with key K
C = ciphertext, T =tag (MAC value)



B=Schemes
4

F—3

=

Scheme B-1 Scheme B-2

N=nonce, M=msg, A=associated data
F =keyed MAC with key L, E, = encryption with key K
C = ciphertext, T =tag (MAC value)



Genenc Compesition

6 more B-schemes
Built similarly (use XOR and striviAC)
Bottom line:

Must understand nature of encryption, NGNCES
VS, randem values, etc.
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Pseudoerandeom Number
Generation (PRNG)IUSING
Hash Functions and MAES

essential elements of PRNG are

o Seed value

o deterministic algerithm

seed must be knewnrrenly:asineeded

can base PRNG on

o encryption algerithm (Chs 7 & 10)

o hash function (1SO1.8031 & NISIE SP 800-90)
« MAC (NIST SP800-90)



PRNG USInG a2 Hashr FURction

hash PRNG from
SP800-90 and
ISO18031

» take seed V

o Fepeatedly add 1
o Nash V. N

o USE n-bItS Of haSh output
as randoem value

secure Iff good
hash usead

(a) PRNG using cryptographic hash function



PRNG Using a MAEC

MAC PRNGS In
SP800-90;

IEEE 802.111,
o USe key
o INPUL hased on

last- Aashimn
Vareus Ways

Vv

Psendorandom
output

(b) PRNG using HMAC




SUmmeany

have considered:

o IMESssage authentication reguirements

o MESsage authentication UsINg encryption

e MACS

o HMAC authentication using a hash function
o CMAC authentication using ar bieck CIphRer

o GEneric Composition ior Authenticatead
ERchy/plien

o PSeudorandeom Number Generation (PRNG)
using Hash'Funections and MAECS
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