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« Fundamentals

» Software Vulnerabilities and Exploits

« Vulnerability Disclosure

« Vulnerability Assessment & Penetration Test
* Risk Evaluation

* Risk Assessment : Qualitative vs Quantitative
SGAAN

* VA&PT hands-on



“I'm noft inferesfed in How system works,
but In How they fails”. B. Schneier



Software Security Fundamentals
(good sw engineering)

* Functional requirements

« Software must do what is expected to do

* Non-functional requirements (horizontal requirement)
« Security
« Safety

* There are no perfect softwares

* There are only things that are secure “enough’..



Threat and Risk

* Threat’ is a function of the enemy’s capability and infent to
conduct attacks, whereas ‘risk’ is a function of the

probability that your organisation will be involved in an

attack. Cit. Threat and Risk: What's the Difference David
Strachan-Morris

 ‘threat’ = capability x infent

e —


http://www.pilgrimsgroup.com/news.php?id=94

Threats vs Security Requirements

 Information Disclosure
- Confidentiality
- Tampering
* Integrity
- Denial of Service
« Availability
» Spoofing
« Authenfication

 Unauthorized Access
« Access Conftrol



Software Vulnerabilities

« Software is designed (should) o meet requirements

- A software bug is un unmef specification, a failure in meet the
requirements.

* [f a bug isrelated to a security requirement, it is a Software
Vulnerability

« Vulnerability is a subset of bug

* A Vulnerability is a bug the has a reflect on constraints of CIA
Conﬂdem“o Iy, In’regrl’ry Availability)

- Weakness or gap

 Exploit is a set of instructions for abusing a sw vulnerability in
order to cause unintended or unanfticipated behavior.



Vulnerability Disclosure

* Full Disclosure
» Responsible Disclosure

* Bug Bounty Programs




Vulnerability Disclosure

Vulnerability disclosures growth by year

1996 through 2015 (projected)
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Figure 4. Vulnerability disclosures growth by year, 1996 through 2015 (projected)

Source: IBM X-Force® Research and Development




Responsible Disclosure: Bug Bounty

bquTOWd How it Works Solutions Customers Resources Programs About

Sort programs

All programs

Bitdefender SUBMIT REPORT o
Cybersecurity Solutions for Business and Personal Use

Managed by bugcrowd

$100 - $1,500

Dash Digital Cash SUBMIT REPORT #
Dash is an experimental new digital currency that enables

; ) ) . Managed by bugcrowd
anonymous, instant payments to anyone, anywhere in the -

world.

$100 - $10,000

eero SUBMIT REPORT o

Finally, WiFi that works! 9
Managed by bugcrowd @




Responsible Disclosure: Bug Bounty

A Fully-Managed HackerOne Program




Knowledge is the key

ik CVE-2015-7547 Detail

Vuln MODIFIED

I ntr(x,u Ced This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to the information provided.

e e QUICK INFO
Description
CVE Dictionary Entry: CVE-2015-7547

Original release date: 02/18/2016
Last revised: 09/02/2017
Source: US-CERT/NIST

v

(J ] b ( > Multiple stack-based buffer overflows in the (1) send_dg and (2) send_vc functions in the libresolv library in the GNU C Library (aka glibc or libc6)

before 2.23 allow remote attackers to cause a denial of service (crash) or possibly execute arbitrary code via a crafted DNS response that triggers a
call to the getaddrinfo function with the AF_UNSPEC or AF_INET6 address family, related to performing "dual A/AAAA DNS queries” and the

libnss_dns.s0.2 NSS module.

Source: MITRE Last Modified: 02/18/2016

‘ Impact

May 2008 CVSS Severity (version 3.0):

CVSS v3 Base Score: 8.1 High
Vector: CVSS:3.0/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H (legend)

CVSS Severity (version 2.0):

CVSS v2 Base Score: 6.8 MEDIUM
Vector: (AV:N/AC:M/Au:N/C:P/1:P/A:P) (legend)

Vuin: CVE-2015-7547: glibc getaddrinfo stack-
based buffer overflow




Vulnerability Disclosure Timeline

Zero day attack Follow-on attacks

Window of exposure




Responsible Disclosure

 All stakeholders agree to allow a period of fime for
the vulnerabillity to be patched before publishing the details.

« Dan Kaminsky discovery of DNS cache poisoning, 5 months

- MD5 collision attack that shows how to create false CA
certificates; 1 week

« Starbucks gift card double-spending/race condifion to create
free extra credits, 10 days (Egor Homakov)!Z



https://en.wikipedia.org/wiki/Vulnerability_(computing)
https://en.wikipedia.org/wiki/Patch_(computing)
https://en.wikipedia.org/wiki/Dan_Kaminsky
https://en.wikipedia.org/wiki/DNS_cache_poisoning
https://en.wikipedia.org/wiki/MD5
https://en.wikipedia.org/wiki/Starbucks
https://en.wikipedia.org/wiki/Responsible_disclosure#cite_note-7

0-day Market
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EXODUS

Get Paid $500,000 for iOS Zero-Day Exploits




Cyber Warfare

« Duqu2 uses a kernel mode exploit for CVE-2015-2360 to
load its kernel mode component.

e Turla uses 2 exploit for CVE-2013-5065 and CVE-2013-3346

« Stuxnet use 4 exploit for CVE-2010-2568, CVE-2010-2729,
CVE-2008-4250, CVE-2010-2722 (American-Israeli Cyber

Weapon|)

- BlackEnergy use a memory corruption vulnerability CVE-
2014-1761and an RCE vulnerability CVE-2014-4114




Vulnerability Assessment & Penetration
Test

* A Vulnerability Assessment is the way to find as many flaws as
possible and make a prioritized list of remediation items.

« List Oriented

- Don't differentiate between flaws that can be exploited to cause
damage and those that cannot.

« A Peneftration Test is an infrusive test, simulating real threat
scenario and it is designed to evaluate also the defense
measures in place.

- Goal oriented

* A penetration test is meant to show how damaging a flaw could be in a
real attack rather than find every flaw in a system

. Of’reln combined to achieve more cohmprensive security
analysis



Vulnerability Assessment & Penetration
Test

* Vulnerability Assessment: Find every flaws in a system

« Vulnerability Assessment is not Risk Assessment!

« Penetration Test: Evaluate how damaging a flaw could be
In real attack.

* VAPT provides a detailed view of the threats facing its
applications, enabling the business to better protect its
systems and-data from malicious attacks



RISK FORMULA

Risk = Threat x Vulnerability x Consequence

W\/V\/‘v

Probability Impact
- Greater is the Threat.. * More vuinerable is the
system..

« .more likely the system

could be attacked e ..greater is the probability

that the system could be
compromised



Risk Evaluation

« There are several options to address the risk:
« Accept

:-\elle

* Transfer

« Mitigate

e ———



Risk Costs

* Implemetation

- Additional support

Micellgligle

« Reduction in operational effectiveness
« All these costs need to be balanced

« Without true sense of control’s cost over time the company
can’'t make risk decisions



Risk Evaluation

« Don’t just rely on vulnerability counts to understand your
exposure to threats and exploits.

- To evaluate the Risk we need to identfifying, quantifying,
and prioritizing (or ranking) the vulnerabilifies in a system.

 Risk assessment is one of the most critical parts of risk
management, and also one of the most complex —
affected by human, technical, and administrative
iIssuesReduces chances of a security breach/stolen
iInformation, as it allows companies to react quicker to
potential threafts

* iImproving organizational security posture



Risk Evaluation for compliance
Requirements

- PCI DSS v3.0 Req. 11.2.1: quarterly internal scans and
rescans unftil all 'high risk’ vulnerabilities are resolved.

- PCI DSS v3.0 Req. 11.2.2 : requires quarterly external scans
and rescans until no vulnerabilities exist that are scored 4.0
or higher by the CVSS.

- PCI DSS v3.0 Req. 11.2.3 : requires internal and externall
scanning, and rescanning, after any significant change to
the network.



Qualitative vs Quantitative Risk
Evaluation

- Qualitative risk evaluation:
 how low, medium or a threat is.

* give understanding to the weight (qualitative) of a
particular compromise to the reputation of a business

- Quantitative risk evaluation:

» Provide more accurate reflection of an organization’s risk
and their potential impact.

* MAps a cost, a monetary loss, to a particular risk exposure



Qualitative vs Quantitative Risk
Evaluation

- Qualitative risk assessment:

» Higly biased

* Easy and quick to perform (99% of the companies do)

- qualitative assessment useful only in the local context
where it is performed

Medium Risk

Probability m Medium Risk
| High | MediumRisk




Qualitative vs Quantitative Risk
Evaluation

- Quantitative risk assessment:

» focuses on factual and measurable data, and highly
mathematical and computational bases

- SLE (Single Loss Expectancy): money expected fo be lost if
the Incident occurs one time.

- ARO (Annual Rate of Occurrence): how many times in a
one-year inferval the incident is expected to occur.

* ALE (Annual Lbss Expectancy): money expected to be lost
in one year considering SLE and ARO (ALE = SLE * ARQO). For
quantitative risk assessment, this is the risk value.



Risk Management strategy

Key aspects:

- Assess risk and determine needs

* Include a total stakeholder perspective.

- Designate-a-central group of employees

- Implement appropriate policies and related contirols

* Monitor and evaluate policy and control effectiveness.



Common Vulnerabillity Scoring System S

« “The Common Vulnerability Scoring System (CVSS) provides an open
framework for communicating the characteristics and impacts of T
vulnerabilities. Its quantitative model ensures repeatable accurate

measuremen’ NIST
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Figure 1: CVSS v3.0 Metric Groups



NESSUS DEMO
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