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OWASP Methodologies to know and to test 
vulnerabilities in Web Applications

Course:

Sicurezza delle reti e dei 
sistemi software



  

2| 1 0 8 # who4r3we

►ICT Security Specialists for Koine SRL

➢ Ing. Marco Di Brino (m.dibrino@koine.tech)

➢ Ing. Paolo Di Notte (p.dinotte@koine.tech)

►We were Students at University Of Sannio

mailto:p.dinotte@koine.tech
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►Open Web Application Security Project

►Started on 9 September 2001 by Mark Curphey as community

►In 2004 born OWASP Foundation to support OWASP project

►Since 2011 registered as a non-profit organization in Belgium 
under the name OWASP Europe VZW

►https://www.owasp.org/index.php/Main_Page
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►Most recent version is 4.0

►It integrates with other two OWASP document:

➢ developers Guide

➢ code Review Guide

►The aim is to evaluate the security control

►Following best practices defined by OWASP Developers Guide 

►Formed by 11 main sections

►www.owasp.org/index.php/OWASP_Testing_Guide_v4_Table_of_Contents
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► Conduct Search Engine Discovery and Reconnaissance for Information Leakage (OTG-INFO-001)

► Fingerprint Web Server (OTG-INFO-002)

► Review Webserver Metafiles for Information Leakage (OTG-INFO-003)

► Enumerate Applications on Webserver (OTG-INFO-004)

► Review Webpage Comments and Metadata for Information Leakage (OTG-INFO-005)

► Identify application entry points (OTG-INFO-006)

► Map execution paths through application (OTG-INFO-007)

► Fingerprint Web Application Framework (OTG-INFO-008)

► Fingerprint Web Application (OTG-INFO-009)

► Map Application Architecture (OTG-INFO-010) 
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Configuration and Deployment 
Management Testing 

► Test Network/Infrastructure Configuration (OTG-CONFIG-001)

► Test Application Platform Configuration (OTG-CONFIG-002)

► Test File Extensions Handling for Sensitive Information (OTG-CONFIG-003)

► Review Old, Backup and Unreferenced Files for Sensitive Information (OTG-CONFIG-004)

► Enumerate Infrastructure and Application Admin Interfaces (OTG-CONFIG-005)

► Test HTTP Methods (OTG-CONFIG-006)

► Test HTTP Strict Transport Security (OTG-CONFIG-007)

► Test RIA cross domain policy (OTG-CONFIG-008) 



  

7| 1 0 8 Identity Management Testing

►Test Role Definitions (OTG-IDENT-001)

►Test User Registration Process (OTG-IDENT-002)

►Test Account Provisioning Process (OTG-IDENT-003)

►Testing for Account Enumeration and Guessable User Account (OTG-IDENT-004)

►Testing for Weak or unenforced username policy (OTG-IDENT-005)   
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►Testing for Credentials Transported over an Encrypted Channel (OTG-AUTHN-001)

►Testing for default credentials (OTG-AUTHN-002)

►Testing for Weak lock out mechanism (OTG-AUTHN-003)

►Testing for bypassing authentication schema (OTG-AUTHN-004)

►Test remember password functionality (OTG-AUTHN-005)

►Testing for Browser cache weakness (OTG-AUTHN-006)

►Testing for Weak password policy (OTG-AUTHN-007)

►Testing for Weak security question/answer (OTG-AUTHN-008)

►Testing for weak password change or reset functionalities (OTG-AUTHN-009)

►Testing for Weaker authentication in alternative channel (OTG-AUTHN-010)   
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►Testing Directory traversal/file include (OTG-AUTHZ-001)

►Testing for bypassing authorization schema (OTG-AUTHZ-002)

►Testing for Privilege Escalation (OTG-AUTHZ-003)

►Testing for Insecure Direct Object References (OTG-AUTHZ-004)    



  

1 0| 1 0 8 Session Management Testing

►Testing for Bypassing Session Management Schema (OTG-SESS-001)

►Testing for Cookies attributes (OTG-SESS-002)

►Testing for Session Fixation (OTG-SESS-003)

►Testing for Exposed Session Variables (OTG-SESS-004)

►Testing for Cross Site Request Forgery (CSRF) (OTG-SESS-005)

►Testing for logout functionality (OTG-SESS-006)

►Test Session Timeout (OTG-SESS-007)

►Testing for Session puzzling (OTG-SESS-008)     
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►Testing for Reflected Cross Site Scripting (OTG-INPVAL-001)

►Testing for Stored Cross Site Scripting (OTG-INPVAL-002)

►Testing for HTTP Verb Tampering (OTG-INPVAL-003)

►Testing for HTTP Parameter pollution (OTG-INPVAL-004)

►Testing for SQL Injection (OTG-INPVAL-005)

➢ Oracle Testing

➢ MySQL Testing

➢ SQL Server Testing

➢ Testing PostgreSQL

➢ MS Access Testing

➢ Testing for NoSQL injection

►Testing for LDAP Injection (OTG-INPVAL-006)
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► Testing for ORM Injection (OTG-INPVAL-007)

► Testing for XML Injection (OTG-INPVAL-008)

► Testing for SSI Injection (OTG-INPVAL-009)

► Testing for XPath Injection (OTG-INPVAL-010)

► IMAP/SMTP Injection (OTG-INPVAL-011)

► Testing for Code Injection (OTG-INPVAL-012)

➢ testing for Local File Inclusion

➢ testing for Remote File Inclusion

► Testing for Command Injection (OTG-INPVAL-013) 
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► Testing for Buffer overflow (OTG-INPVAL-014)

➢ testing for Heap overflow

➢ testing for Stack overflow

➢ testing for Format string

► Testing for incubated vulnerabilities (OTG-INPVAL-015)

► Testing for HTTP Splitting/Smuggling (OTG-INPVAL-016)

► Testing for HTTP Incoming Requests (OTG-INPVAL-017) 
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► Analysis of Error Codes (OTG-ERR-001)

► Analysis of Stack Traces (OTG-ERR-002)  
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► Testing for Weak SSL/TLS Ciphers, Insufficient Transport Layer Protection (OTG-CRYPST-001)

► Testing for Padding Oracle (OTG-CRYPST-002)

► Testing for Sensitive information sent via unencrypted channels (OTG-CRYPST-003)   
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►Test Business Logic Data Validation (OTG-BUSLOGIC-001)

►Test Ability to Forge Requests (OTG-BUSLOGIC-002)

►Test Integrity Checks (OTG-BUSLOGIC-003)

►Test for Process Timing (OTG-BUSLOGIC-004)

►Test Number of Times a Function Can be Used Limits (OTG-BUSLOGIC-005)

►Testing for the Circumvention of Work Flows (OTG-BUSLOGIC-006)

►Test Defenses Against Application Mis-use (OTG-BUSLOGIC-007)

►Test Upload of Unexpected File Types (OTG-BUSLOGIC-008)

►Test Upload of Malicious Files (OTG-BUSLOGIC-009)    
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►Testing for DOM based Cross Site Scripting (OTG-CLIENT-001)

►Testing for JavaScript Execution (OTG-CLIENT-002)

►Testing for HTML Injection (OTG-CLIENT-003)

►Testing for Client Side URL Redirect (OTG-CLIENT-004)

►Testing for CSS Injection (OTG-CLIENT-005)

►Testing for Client Side Resource Manipulation (OTG-CLIENT-006)

►Test Cross Origin Resource Sharing (OTG-CLIENT-007)

►Testing for Cross Site Flashing (OTG-CLIENT-008)

►Testing for Clickjacking (OTG-CLIENT-009)

►Testing WebSockets (OTG-CLIENT-010)

►Test Web Messaging (OTG-CLIENT-011)

►Test Local Storage (OTG-CLIENT-012)     
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What Are Application 
Security Risks?
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► Current version was released in 2013

► An Update is expected to be 2016 or more likely 2017

► It identifies some of the most critical cyber risk

► Increase awareness on application security is Top 10‘s goal

► Insecure software is undermining:

➢ financial

➢ healthcare

➢ defense

➢ energy

➢ other critical infrastructure

► https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
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►Evil data sented to an interpeter as part of command or query

►Injection flaws, such as SQL, OS, and LDAP

►Allowing to perform action without authorization:

➢ executing commands

➢ accessing data

➢ etc..

►Injection can result in:

➢ data loss or corruption

➢ lack of accountability

➢ denial of access
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►Preventing injection requires:

1) keep untrusted data separate from commands and queries

2) use safe API avoids direct use of the interpreter

3) provide a parameterized interface

4) escape special characters using the interpreter‘s syntax

5) use a white list input validation is good but not complete

 

►If special characters are required only 1 and 2 are safe!
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A2–Broken Authentication and 
Session Management

► Related to incorrectly authentication and session management

► Allowing an attacker to:

➢ compromise passwords, keys

➢ impersonate other user

➢ similar etc..

► Coding safe authentication and session management is hard

► Attack methods set is very large:

➢ URL rewriting

➢ credential guessed

➢ intercept unencrypted message with credential

➢ ID session not properly invalidated

➢ etc ..
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A2–Broken Authentication and 
Session Management (Prevent)

► Most important recommendation is provide to developers:

➢ Unique set of strong controls/method to manage:

◊ session

◊ authentication

➢ have simple interface

➢ good example to emulate or use

► Strong efforts to avoid XSS flaws used to steal session ID 
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A3–Cross-Site Scripting 
(XSS)

►Evil data taken&sended to browser without validation or escaping

►An attacker in this way can:

➢ hijack user sessions

➢ deface web site

➢ redirect user to malicious site

►Check this flaw is challenging:

➢ automated test

➢ manual code review

➢ penetration test
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A3–Cross-Site Scripting 
(XSS) (Prevent)

►Separation of untrusted data from ative browser content

➢ using properly data escaping techiniques

➢ whitelist is positive but not complete defense

➢ auto-sanization libraries like

◊ OWASP‘s AntiSamy

◊ Java HTML Sanitizer Project

►Content Security Policy (CSP)

➢ is a computer security standard

➢ to declar approved origins of content to load by browser on site
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►References to internal object are exposed without access control

➢ file 

➢ directory 

➢ database key

►Attacker can manipulate these references in unauthorized way

►It can be:

➢ direct reference to restricted resources

➢ indirect reference

►Automatic tool does not work well

A4–Insecure Direct Object
References
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►Select a protection approach for each user accessible object

►Transform direct reference in indirect reference:

➢ for user or session

➢ use a list of authorized resources for user or session

➢ map the indirect reference to the actual database key

►Check access

➢ direct reference from untrusted source are involved

➢ they MUST include an access control check

➢ ensure in this way the authorization

A4–Insecure Direct Object
References (Prevent)
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►Problematic security cause are:

➢ bad configuration defined and deployed for:

◊ application 

◊ frameworks 

◊ various servers

◊ platform 

➢ lack of update

►Default secure settings in production enviroment

►Absence of a strong application security configuration process

A5–Security Misconfiguration
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►Realize a repeatable secure configuration process

►Keep up to date all software (including libraries)

►Strong application architecture

►Provide separation between components

►Running periodic scan

►Perform periodic audit process

A5–Security Misconfiguration 
(Prevent)
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►Several times common protection are not enough:

➢ sensitive data

➢ credit card

➢ tax ID

➢ authentication credentials

►Why common protections are not enough?

➢ efforts to steal these information are more

A6–Sensitive Data Exposure
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►Estimate threats for important data

►Plan protection again estimated threats

►Don‘t store sensitive data unnecessarily

►Ensure strong standard cyper algorithms and strong key

►Ensure passwords store with specifically algorithm

►Disable autocomplete on forms for sensitive data

►Disable caching for pages that contains sensitive data 

A6–Sensitive Data Exposure 
(Prevent)
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A7–Missing Function Level
Access Control

►Missing function level access control in the UI

►Missing function level access control on the server

►Missing request verify on certain important levels

►Attacker can invoke some method in unauthorized way

►Circumnavigate authorization pattern

►Automatic tools does not work well
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A7–Missing Function Level
Access Control (Prevent)

►Have a consistent and easy to use authorization module

►All business functions can invoke security module

►When external components are used for protection:

➢ process must be easily updatable and auditable

➢ deny all access and define specific role&grant

➢ check proper state in a workflow to allow access

►Remember that presentation layer control is not enough

►You MUST implement also checks in the controller logic
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A8-Cross-Site Request Forgery
(CSRF)

►Forged HTTP request are sended by victim unknowingly:

➢ session cookie

➢ any other authentication information

➢ sensitive information

►An attacker forces the victim to generate request

►Multistep transactions are not immune

►Test cases are useful to check this vulnerability
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A8-Cross-Site Request Forgery
(CSRF) (Prevent)

► Unpredictable token in each HTTP request

► At a minimum unique per user session

► Two options to include unique token:

➢ hidden field preferred

➢ URL or URL parameter (more exposed to risk)

► Requiring the user reauthenticate

► Prove they are user

➢ CAPTCHA

➢ etc..

► OWASP‘s CSRF Guard

► OWASP‘s ESAPI includes methods for developers
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A9-Using Components with Known
Vulnerabilities

►Compnents usually run with full privileges:

➢ libraries 

➢ frameworks 

➢ other software modules

►Vulnerabilities about them are known

►An attacker can exploit them checking components

►To test this vulnerability are required

➢ check on used components

➢ audit on how your code use them
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A9-Using Components with Known
Vulnerabilities (Prevent)

►Best option is exclusively use of self-made components

➢ if you live in an ideally world

►Avoid component projects that does not fix issues

►Software projects should have a defined process:

1) identify components (also versions) including dependencies

2) monitor security for them and keep them up to date

3) establish policies for practices, tests and licenses

4) where needed use security wrappers
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A10–Unvalidated Redirects and
Forwards

►Web applications frquently redirect users to other pages

►They often use untrusted data to determine destination pages

►Without proper validation attacker can:

➢ redirect victims on pishing sites

➢ redirect victims on malware sites

➢ access unauthorized pages

►To check this problem:

➢ code review

➢ spider the site for generated redirects

➢ looking for parameters that are part of a redirect
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A10–Unvalidated Redirects and
Forwards (Prevent)

►Easy steps to solve this issue are

1) avoid using redirects and forwards

2) if used don‘t use user parameters for destination definition

3) if parameters for destination can‘t be avoided:

✔ check the supplied value is valid

✔ check the authorization for the invoker (user)

►Use a mapping method rather than use actual URL

►Use ESAPI to override the sendRedirect() method
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OWASP Broken Web 
Application

► OWASP made it to facilitate testing training

► Each web app contained in it is based on the lastest TOP-10 
release

► A collection of vulnerable Web Application

► Deployed on a virtual machine

► Its goal is to train and to educate about most important    
vulnerabilities in web app context

►https://sourceforge.net/projects/owaspbwa/files/
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OWASP Broken Web 
Application (2)
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►Integrated platform for security testing of Web App

►Full Control combining manual and automatic techniques

➢To make work faster and effective

➢… and more fun!

►Highly configurable and easy to use

➢Contains numerous powerful features

►https://portswigger.net/burp/
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►Proxy

►Spider

►Scanner

►Intruder

►Repeater

►Sequencer

►Decoder

►Comparer
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►Broken Authentication and Session Management

➢ Using Burp to Brute Force a Login Page

➢ Injection Attack: Bypassing Authentication

➢ Using Burp to Hack Cookies and Manipulate Sessions

➢ Using Burp to Test Token Strength against Prediction

➢ Forced Browsing
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 Injection Attack
 Bypassing Authentication

►Web Application: Mutillidae II
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►Attempt: SQLInjection

 Injection Attack
 Bypassing Authentication
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►Query: ‘SELECT username FROM accounts WHERE username=$username AND 
password=$password‘

➢ Variant 1:

►Username = any (blank too)

►Password = ‘ OR ‘1‘ = ‘1
►Always logged as admin/root

➢ Variant 2:

►Username = admin‘#|ADMIN‘#|user‘#|USER‘#

►Password =
►Logged as an existed account 

 
 

 Injection Attack
 Bypassing Authentication
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► Web Application: Mutillidae II

► Trying to impersonate another account

► Need to be authenticated

► Studying request header (cookies)

► Note something as uid

► Burp Suite modules:

➢ Proxy – Intercept

➢ Repeater

 
 

Using Burp to Hack Cookies 
and Manipulate Sessions
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► Web Application: Any

► Intercept first response with cookie
➢ Usually after login

► Send to sequencer module

► Configure token position in HTTP response

► Start live capture to analyze token strength

Burp Suite modules:

➢ Proxy – Intercept

➢ Intruder

➢ Sequencer 

 
 

Using Burp to Test Token Strength 
against Prediction
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Using Burp to Test Token Strength 
against Prediction (2)
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Using Burp to Test Token Strength 
against Prediction (3)
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► Web Application: WebGoat v5.4

► Find hidden pages
➢ Usually config or debug interfaces

► Without a browsable path for user
➢ But absence of authentication 

► Unique goal is discovery their URL

Burp Suite modules:

➢ Proxy – Intercept

➢ Intruder

➢ Repeater 

 
 

Forced Browsing
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►Cross-Site Scripting (XSS)

➢ Using Burp to Manually Test for Reflected XSS

➢ Using Burp to Manually Test for Stored XSS

➢ Using Burp to Exploit XSS - Injecting in to Direct HTML

➢ Using Burp to Exploit XSS - Injecting in to Tag Attributes

➢ Using Burp to Exploit XSS - Injecting in to Scriptable Contexts
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► Web Application: Mutillidae II

► Trying to execute some malicious script on web page

► Request intercepted changing parameter

► Possible alternative scenarios:
➢ Using Burp to Exploit XSS - Injecting in to Direct HTML

➢ Insert script in form

➢ Insert script in attribute html

► Burp Suite modules:
➢ Proxy – Intercept

➢ Repeater

➢ Browser

 
 

Using Burp to Manually Test 
for Reflected XSS
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► Web Application: Mutillidae II

► Trying to test stored script

► Using log feature to show previously request

► In this way we can obtain victim information without authorization

► Burp Suite modules:

➢ Proxy – Intercept

➢ Repeater

 
 

Using Burp to Manually Test 
for Stored XSS
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Exploiting XSS - Injecting 
into Scriptable Contexts
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►Insecure Direct Object References

➢ Using Burp to bypass a Path Based Access Control Scheme

➢ Direct access to important file

➢ Using Burp to change total cart price

➢ Local File Inclusion

➢ Remote File Inclusion

➢ Upload and use a PHP Backdoor shell
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► Web Application: WebGoat 

 

 
 

Using Burp to bypass a Path 
Based Access Control Scheme
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Using Burp to bypass a Path 
Based Access Control Scheme (2)
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Using Burp to bypass a Path 

Based Access Control Scheme (3)
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Direct access to important 

file
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Direct access to important 
file (2)
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Direct access to important 
file (3)
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Using Burp to change total 
cart price

► Web Application: bWapp

► Trying to test malicious access to internal object

► Intercept checkout request

► Change total price

► Burp Suite modules:

➢ Proxy – Intercept
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Using Burp to change total 
cart price (2)
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► Web Application: DVWA 

 

 
 

Local File Inclusion
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Local File Inclusion 
(2)
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► Web Application: DVWA 

 

 
 

Remote File Inclusion
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Upload and use a PHP 
Backdoor shell

►Web Application: DVWA

►Uploading a PHP shell into web application 

➢ http://www.r57c99.com/

►Trying to:

➢ Listing files to find passwords

➢ Access and modify databas content
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Upload and use a PHP 
Backdoor shell (2)

►Listing files to find passwords
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Upload and use a PHP 
Backdoor shell (3)

►Access and modify database content
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►Security Misconfiguration

➢ Using Burp to Test for Security Misconfiguration Issues

➢ Using Burp to Upload an unauthorized file



  

7 4| 1 0 8

► Web Application: Mutillidae II

► Spidering of a Web Application

► Looking for possible file indexing

► Like confs file, code page, etc...

► Burp Suite modules:

➢ Proxy

➢ Site Map

➢ Spider

 
 

Using Burp to Test for Security 
Misconfiguration Issues
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► Web Application: DVWA

► Create a malicious file

► Save with an allowed extension

► Intercept upload request and change extension

► Burp Suite modules:

➢ Proxy - Intercept

 
 

Using Burp to Upload an 
unauthorized file
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Using Burp to Upload an 
unauthorized file (2)
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Using Burp to Upload an 
unauthorized file (3)
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Using Burp to Upload an 
unauthorized file (4)
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Using Burp to Upload an 
unauthorized file (5)
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►Sensitive data exposure

➢ Using Burp to steal credential on SOAP message

➢ Inspection to locate sensitive data on client-side

➢ Using Burp to steal Basic Authentication weak protection



  

8 1| 1 0 8

► Web Application: AltoroMutual (demo.testfire.net)

► Perform authentication

► Send a valid deposit request

► Intercept this request

► Decode credential information in cookie parameters

► Burp Suite modules:

➢ Proxy - Intercept

 
 

 Using Burp to steal credential 
on SOAP message
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►Web Application: bWapp

►Perform authentication

►Inspect:

➢ HTML5 Script

➢ Local Storage

 
 

Inspection to locate sensitive 
data on client-side
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►Web Application: WebGoat

►Burp Suite modules:

➢ Proxy – Intercept

➢ Decoder

Using Burp to steal Basic 
Authentication weak protection
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Using Burp to steal Basic 
Authentication weak protection
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►Missing function level access control

➢ Using Burp to test for Missing Function Level Access Control

➢ Using Burp to change sensitive data in unauthorized way
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► Web Application: WebGoat

► Changing request parameter to gain information on other user

► For example on a manager while logged as employee

► View and/or change personal information about other user

► Burp Suite modules:

➢ Proxy - Intercept

 
 

Using Burp to test for Missing 
Function Level Access Control
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► Web Application: bWapp

► Intercept user‘s request while changing sensitive data

► For example a secret sentence

► Intercept and change request parameter/s

► Burp Suite modules:

➢ Proxy – Intercept

 
 

Using Burp to change sensitive 
data in unauthorized way
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Using Burp to change sensitive 
data in unauthorized way (2)
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Using Burp to change sensitive 
data in unauthorized way (3)
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Using Burp to change sensitive 
data in unauthorized way (4)
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►Cross-Site Request Forgery (CSRF)

➢ Attach and Store Malicious Image On Email or Web App

➢ Force authenticated victim to change password unconsciously 
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 Attach and Store Malicious 
Image On Email or Web App

► Web Application: WebGoat
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 Attach and Store Malicious 
Image On Email or Web App (2)
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Force authenticated victim to 
change password unconsciously 

► Web Application: DVWA
► Store malicious post (e.g. image or link)
► Victim logs in on the web application
► Once authenticated victim visits malicious post‘s page
► Victim changes his password unconsiously
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Force authenticated victim to 

change password unconsciously (2) 
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Force authenticated victim to 

change password unconsciously (3) 
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►Using Components with Known Vulnerabilities

➢ Using Burp to Test for Components with Known Vulnerabilities

➢ Using Search String to find Web App‘s Components
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► Web Application: Any

► Configurate browser in order to use Burp as proxy

► Navigate on a target site

► Check Response headers to find information about components

► Verify for each component known vulnerabilities

► Burp Suite modules:
➢ Proxy – HTTP history

 

► Alternatives:
➢ WhatWeb

➢ NetCat

 
 

Using Burp to Test for Components 
with Known Vulnerabilities
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Using Search String to find Web 
App‘s Components
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►Unvalidated Redirects and Forwards

➢ Automatic redirecting in URL
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Automatic redirecting in URL 
(2)
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Automatic redirecting in URL 
(3)
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► Vulnerable Web apps: DVWA, bWapp etc.

► It is possible to set a Security Level

► From GitHub:
➢ Low - This security level is completely vulnerable and has no security measures at all. 
It's use is to be as an example of how web application vulnerabilities manifest through 
bad coding practices and to serve as a platform to teach or learn basic exploitation 
techniques;

➢ Medium - This setting is mainly to give an example to the user of bad security 
practices, where the developer has tried but failed to secure an application. It also 
acts as a challenge to users to refine their exploitation techniques;

➢ High - This option is an extension to the medium difficulty, with a mixture of harder 
or alternative bad practices to attempt to secure the code. The vulnerability may not 
allow the same extent of the exploitation, similar in various Capture The Flags (CTFs) 
competitions.

 
 

Pay attention!
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SQL Injection Security Levels
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SQL Injection Security Levels
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And now it‘s…
HACKING TIME
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