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3. Instruction Replacement: This method actually substitutes 
some instructions with their equivalent instructions in newer 
copies. This method is like using different synonyms in 
human language. Win95.Bistro used this technique.  



 Some examples of readily realizable 
replacements: 

 Replace register moves with push/pop sequences 

 

 

 xor/sub replacement 

 

 or/test replacement 

 

 add/sub (with complement operand) replacement 

 

 

movl %eax, %ebx pushl %eax 
popl %ebx 

testl %eax, %eax orl %eax,%eax 

addl $2, %eax subl $-2, %eax 

xorl %edx, %edx subl %edx,%edx 



 In the metamorphic engine implemented in the 
previous exercise, add a new method to perform 
Instruction Replacement operations on the target 
code. 

 The new method 
1. Takes in input a file in assembly code 

(hello_mutation2.s)  
2. Returns in output a new variant (hello_mutation3.s) 

of the input file obtained through operations of 
Instruction Replacement (Each execution may 
produce a different variant of the original file)  

 Recompile the resulting file and verify that the 
two executions (hello_mutation2.s and 
hello_mutation3.s) are equivalent. 



Target Code. In this code 
block we can apply 
obfuscation techniques 
 



movl -> push/pop 

not replaced 

movl -> push/pop 

not replaced 

orl -> testl 

hello_mutation2.s hello_mutation3.s 




