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Obfuscation techniques

3. Instruction Replacement: This method actually substitutes
some instructions with their equivalent instructions in newer
copies. This method is like using different synonyms in
human language. Win95.Bistro used this technique.

Binary Opcode Assembly Code Binary Opcode Assembly Code
55 push ebp 55 push ebp
54 push esp TBEC 3 mov ebp, esp
5D pop ebp 8B7608 mov 51, dword ptr [sbp + 08]
8B7608 mov esi, dword ptr [sbp + 08] 85F6 _ test esi, esi
09F®6 or E.’Eii, ezl T43B - je 401045
7 ] 401045 ) .
1438 ) J€ '”l,H 8BTENC mov edi, dword ptr [ebp + 0Oc]
EBTEOC mov edi, dword ptr [ebp + 0c] e . :
) ) OYFE . or =di, edi
85FF test edi, ed1 7434 > 201045
7434 je 401045 o 1< PR
28D2 sub edx, edx [I:'“’ —> 2oL c0X, SOX
String Signature: String Signature:
E5545D8RT760809F6T743RERTEDCSSFETA3428D2 555BECE8BTe08E5FeT43B8RTEOCOSFFT43451D2




Examples of instruction
replacements

» Some examples of readily realizable
replacements:

- Replace register moves with push/pop sequences

movl %eax, %ebx s pushl %eax
popl %ebx

- Xor/sub replacement
xorl %edx, %edx_s subl %edx,%edx

- or/test replacement
testl %eax, %eax_s orl %eax,%eax

- add/sub (with complement operand) replacement

addl $2, %eax _5 subl $-2, %eax




Exercise 3

» In the metamorphic engine implemented in the
previous exercise, add a new method to perform
InsC'Icruction Replacement operations on the target
code.

» The new method

1. Takes in input a file in assembly code
(hello_mutation?2.s)

2. Returns in output a new variant (hello_mutation3.s)
of the input file obtained through operations of
Instruction Refplacement (Each execution may
produce a different variant of the original file)

Recompile the resulting file and verify that the
two executions (hello_mutation2.s and
hello_mutation3.s) are equivalent.
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hello.s

.file "hello.c"™
.def  main; .2cl 2;
.gection .rdata,"dr"
LCO:
.asclili "Hello world!\o"
-text
.globl _main
.8cl 2Z2;

.def main;

.cfi startproc
pushl %=bp

.cfi def cfa off=set 8
.cfi_ offset 5, -8

movl %esp, %ebp

.cfi def cfa register 5
andl 5$-1&, %esp
subl 516, %esp
call  main
movl SLCO, (%esp)
call puts

leave

.cfi restore 5
.cfi def cfa 4, 4

-type 32;

-type 32;

.ident "Goo: (GNU) 4.8.3"
-def puts;

.8cl 2;

-type 32;

.endef

.endef

.endef

Target Code. In this code
block we can apply
obfuscation techniques

/




hello_mutation3.s

hello_mutation2.s

hello_mutation3.s

main: malin:
- . . __hot replaced = . .
movl %edi, %edi D > movl %edi, %edi
LFET: LEFET:
movl %eax, %eax m(_)VI —> pUSh/pop > pushl %=sax ¥ movl instruction replaced
.cfi startproc —> popl %eax # movl instruction replaced
pushl %ebp mOV| -> pUSh/pOp .cfi startproc
movl %eax, %eax _ pushl %ebp . .
°TL Seax fogﬁﬁ_ —> pushl %=ax § movl instruction replaced
cfi offset 5. -8 > popl %eax ¥ movl instruction replaced
. - i .cfi def cfa offset 8
movl %esp, %ebp . — — -
. . .cfi1 offzet 5, -8
.cf1 def ofa register = -
dl_E—l_E P movl %esp, %ebp
an r FEEP .cfi def cfa register 5
subl 516, ’%ESP andl %5-1&, %e=p
call malr subl 516, %es=sp
andl 51, %ecx call main
movl SLCO, ':%E-'IBP} hot replaced andl 51, %ecx
orl Sebx, %ebx movl SLC0, (%e=p)
call puts —> orl febx, %csbx
orl  %ebx, %cebx Orl -> teStI call puts
leave —> testl %ebx, %ebx # orl instruction replaced
.cfi restore 35 leave
.cfi def c=fa 4, 4 -cfi restore 5
ret .cfi def cfa 4, 4
.cfi endproc ret
LFET: - -cfi_ endproc
.ident "GCC: (GNU) 4.8.3" LFET: . .
-.def puts; .2cl Z; -type 32; .endef -ident GCc: (GNU) 4.8.3
_ .detf puts; .acl Z; ~.type 32; .endef




Recompiling and executing
hello_mutation3.s

C-

Computer@Computer-PC -~ )
§ gcec -c hello_mutation3.s -o hello_mutation3.o

Ccomputer@omputer-PC ~
% gcc hello_mutation3.o -o hello_mutation3

Computer@omputer-PC ~
§ ./hello_mutation3
Hello world!

Computer@omputer-PC ~
5 |




