




IDS is not a solution to all security concerns



https://www.hackthis.co.uk/articles/basics-of-intrusion-detection-systems



https://www.hackthis.co.uk/articles/basics-of-intrusion-detection-systems





http://searchsecurity.techtarget.com/answer/Can-behavioral-detection-improve-enterprise-network-security




IDS IPS

Detection mode only Active Traffic Control

Traffic replication required Original traffic

Detection only Detection and reaction 

support



http://www.snort.org/
http://www.emergingthreats.net/


http://www.slideshare.net/SimoneTino/snort-ips



http://www.slideshare.net/SimoneTino/snort-ips



http://www.slideshare.net/SimoneTino/snort-ips

Rule Header

http://null-byte.wonderhowto.com/how-to/hack-like-pro-evade-network-intrusion-detection-system-nids-using-snort-0148051/






 In automotive engineering: In the Real Word:











 Bastion Host

Cehv8 - Module 17: Evading, IDS, firewalls, and honeypots

http://www.slideshare.net/vuzlego/ce-hv8-module-17-evading-ids-firewalls-and-honeypotswwwcert-learningcom


 Screened subnet

1. One to connect to internet

2. Used to connect to DMZ

3. Used to connect to intranet

The main advantage with the screened subnet is it separates

the DMZ and Internet from the intranet so that when the

firewall is compromised access to the intranet won't be

possible.

Cehv8 - Module 17: Evading, IDS, firewalls, and honeypots

http://www.slideshare.net/vuzlego/ce-hv8-module-17-evading-ids-firewalls-and-honeypotswwwcert-learningcom


 Multi-homed firewall

Cehv8 - Module 17: Evading, IDS, firewalls, and honeypots

http://www.slideshare.net/vuzlego/ce-hv8-module-17-evading-ids-firewalls-and-honeypotswwwcert-learningcom


The most common of these services are:

• web server

• ftp server

•Mail server

https://en.wikipedia.org/wiki/Network_node
https://en.wikipedia.org/wiki/Firewall_(computing)


 Packet Filters

 Circuit-level gateways

 Application-level gateways

 Stateful multilayer inspection firewall



 Packet Filters

http://randy94112.tripod.com/types.htm



Circuit-level gateway 

http://randy94112.tripod.com/types.htm



Application-level gateway (Proxy)

http://randy94112.tripod.com/types.htm



Stateful multilayer inspection firewall

http://randy94112.tripod.com/types.htm



Barracuda WAF

A web application firewall (WAF) is an application firewall for HTTP applications. Filters or 

blocks the HTTP  traffic to and from a web application

• PCI DSS requires that Web applications be fortified through either a code security review or a 

WAF.

• Citrix Systems Inc.'s NetScaler AppFirewall, Fortinet Inc.'s FortiWeb-400C and F5 Networks 

Inc.'s BIG-IP Application Security Manager, mod_security

https://en.wikipedia.org/wiki/Application_firewall




Toolchain:

• Traceroute

• Firewalk

• Nmap

• hping2




