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► http://www.arachni-scanner.com/

► Multi-Platform (MS Windows, Mac OS X and Linux)

► Support highly complicated web applications

► Coded in Ruby

► Different approach in scanning

► Key Point:

➢ free

➢ simple 

➢ distribuited 

➢ intelligent 

http://www.arachni-scanner.com/
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Arachni Distributed 
Architecture 

► Using deployed agents on remote servers

► Designed to integrate in existing infrastructure

► REST API

➢ interoperability with non-Ruby systems

➢ JSON messages

➢ polling for progress

► RPC API

➢ MessagePack

➢ GridRPC 
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► https://github.com/Arachni

► Tasos Laskos

► Wiki

► Arachni Framework

➢ Master (stable)

➢ Experimental (alpha)

► Arachni UI Web
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► github.com/Arachni/arachni/wiki/Command-line-user-interface

► Checks

➢ --checks=*,-csrf

➢ --checks=xss*

➢ Default --checks=*

► Audit

➢ --audit-{audit_name}

➢ Disabled by default

➢ Template audit type expects a pattern



  

8| 2 1 Arachni CLI Customization 

► Generic 

► Scope

► Output

► HTTP

► Input

► Session

► Report

► Plugin
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►arachni --plugins-list

►Login

➢ arachni http://10.10.30.25:90      
--plugin=autologin:url=http://10.10.30.25:90,parameters="na
me=user&pass=user&form_build_id=form-
PW9ju5rKh7OXU5uGnk_dGrVGw9AHCtDt2TF65yyhHZQ&form_id=user_lo
gin_block&op=Log+in",check="My account"
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►[*] are status messages

►[~] are informational messages

►[+] are success messages

►[v] are verbose messages

►[!] are debug messages

►[-] are error messages
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► arachni_reporter reportName.afr -–reporter=type:outfile=output.type

➢ XML (experimental branch)

➢ HTML (zip)

➢ Text

➢ JSON

➢ Stdout

► arachni_reporter --reporters-list
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► www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project

► Open-Source Web Application Security Scanner

► Linux, Windows, OS X

► Fully translated over 25 languages

► Raspberry Pi! supported

► Good community

► ZAP is a fork of Paros Proxy
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OWASP Zed Attack Proxy 
Functionally

► Intercepting Proxy

► Traditional and AJAX spiders

► Automated scanner

► Passive scanner

► Forced browsing

► Fuzzer

► Dynamic SSL certificates

► Authentication and session support  
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OWASP Zed Attack Proxy 
User Interface
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OWASP Zed Attack Proxy 
Context
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OWASP Zed Attack Proxy 
API



  

1 9| 2 1

OWASP Zed Attack Proxy 
API Programming Language

► https://github.com/zaproxy/zaproxy/wiki/ApiDetails
► Java (official)
► Python (official)
► Node.js (in progress)
► PHP (in progress)
► Ruby (no information)
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► https://sourceforge.net/projects/paros/

► Java based HTTP/HTTPS proxy

► Assessing web application vulnerability

► Tampering request

► Spider

► Intelligent scanning for XSS and SQL injections

► Client certificate

https://sourceforge.net/projects/paros/
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