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Arachni

http://www.arachni-scanner.com/

Multi-Platform (MS Windows, Mac 0S X and Linux)
Support highly complicated web applications
Coded in Ruby

Different approach in scanning

Key Point:

> free

> simple raV aye
» distribuited J J >

» intelligent



http://www.arachni-scanner.com/

Arachni Distributed
Architecture

» Using deployed agents on remote servers
» Designed to integrate in existing infrastructure
» REST API
» interoperability with non-Ruby systems
> JSON messages
» polling for progress
» RPC API
» MessagePack
» GridRPC



- Arachni Example

JSbhin/arachnl http:

--audit-links --audit-forms --scope-exclude-pattern=logout 3
--scope-exclude-pattern="188%.php" \

Brndsee”




Arachni Web UI

Welcome to Arachni,
Issues per scans,

Notifications,

« Mark all read

Scan htip:/10.10.30.25.81/dvwa/ (Default profile) completed

(Now deleted) Scan #5 completed

Review your activity,
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(Now deleted) Scan #5 started
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Arachni GitHub

https://github.com/Arachni
Tasos Laskos
Wiki
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Arachni Framework

> Master (stable)

» Experimental (alpha)
» Arachni UI Web



= Arachni CLI

» github.com/Arachni/arachni/wiki/Command-line-user-interface
» Checks

» =--checks=*, -csrf

» =--checks=xss*

> --checks=*
p Audit

» --audit-{audit_name}

> Disabled by default

> Template audit type expects a pattern



e Arachni CLI Customization

Generic
Scope
Output
HTTP
Input
Session

Report
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Plugin



- Arachni CLI Plugin

arachni --plugins-1list

Login

arachni http://10.10.30.25:90

--plugin=autologin:url=http://10.10.30.25:90, ="na
me=user&pass=useré&form _build _id=form-

PW9ju5rKh70XU5uGnk_dGrVGw9AHCtDt2TF65yyhHZQ&form_id=user_1lo
gin_blocké&op=Log+in", ="My account"



Arachni CLI Messages

» [*] are status messages

» [~] are informational messages
» [+] are success messages

» [v] are verbose messages

» [!] are debug messages

» [-] are error messages



M Arachni Report

» arachni_reporter reportName.afr --reporter=type:outfile=output.type
» XML (experimental branch)

HTML (zip)

Text

JSON
> Stdout

p» arachni_reporter --reporters-1ist

V14 Ve



— Arachni Report Example

Arachniv2.0dev  Summary~  Issues @@~  Plugin resulis @~  Sitemap @Jil)  Configuratior Found a false positive? Please let us know

http://10.10.30.25:90/

Summary
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Megium

Informatienal

€ e

Severity

Severities Elements




% Arachni Report Example (2)

function renderCharts() {
if( window.renderedCharts )
window.renderedCharts = true;

c3.generate{{
bindto: '#chart-is
data: {
columns: [
["Trusted’ ,Jtl,'l"';

["Untrusted”,8,0,0,I
[ ."'_' r_'IlT'f ‘-j‘-:‘-fl £

1,
axes: {

Severity: 'y2'
¥

type: 'bar’,

groups: [
['Trusted', 'Untrusted']




i OWASP Zed Attack Proxy

www . owasp .org/index. php/OWASP_Zed_Attack_Proxy_Project
Open-Source Web Application Security Scanner

Linux, Windows, 0S X

Fully translated over 25 languages
Raspberry P1i! supported

Good community

ZAP is a fork of Paros Proxy




OWASP Zed Attack Proxy
— Functionally

Intercepting Proxy
Traditional and AJAX spiders
Automated scanner

Passive scanner

Forced browsing

Fuzzer

Dynamic SSL certificates

Authentication and session support



Eile Edit Miew Analyse Report Tools Online Help

OWASP Zed Attack Prox
User Interface

StandardMede v (| B M 5 & 0 2E @8 ODODE &V e h 0 xE k@ ©

@ Sites

j %7 Quick Start #T =¥ Request T Responseé= m

@ LEE
¥ (5 Contexts
[#] Default Context

@ sites

Welcome to the OWASP Zed Attack Proxy (ZAP)
ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.
Please be aware that you should only attack applications that you have been specifically been given permission to test.

To quickly test an application, enter its URL below and press 'Attack’.

URL to attack: http://

| 4 Attack M stop

Progress: Mot started

For a more in depth test you should explore your application using your browser or automated regression tests while proxying through ZAP,

See the help file for more details.

[ = History T %, Search T [ alerts T Output T%léi Spider & # | =

@ select..,

# New Scan - Progress: —Select Scan- I m

Processed

Current Scans: 0 - URIs Found: 0 - (=] Show Messages

| Method | Flags




OWASP Zed Attack Proxy
— Context

Session Properties

n
General
Exclude from Proxy
Exclude from Scanner Default Context
Exclude from Spider (] In Scope

¥ Contexts Description
¥ 1:Default Context

: Include in Con

i Exclude from

¢ Structure

: Technology

i Authentication

Context MName

o]

ation
: Alert Filters
Exclude from WebSockets
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OWASP Zed Attack Proxy
API

€ zap

Most Visited v [l Offensive Security

ZAP API UI et _ & Enabled

[ ] Secure Only

Components SvbdasSpsqpusuo9g2

Generate Random Key

le the API key
[] Report error details via AP
[ ] Autofill API key in the API UI
[ | Enable JSONP

Dynamic SSLC
Encode/Decode

Cancel || O




OWASP Zed Attack Proxy
23 API Programming Language

https://github.com/zaproxy/zaproxy/wiki/ApiDetaills
Java (official)

Python (official)

Node.js (in progress)

PHP (in progress)

Ruby (no information)
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Paros

https://sourceforge.net/projects/paros/

Java based HTTP/HTTPS proxy

Assessing web application vulnerability
Tampering request

Spider

Intelligent scanning for XSS and SQL injections

Client certificate


https://sourceforge.net/projects/paros/

Any Questions?
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