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PE file format

• The Portable Executable (PE) format is a 

file format for executables and DLLs used

in 32-bit and 64-bit versions of Windows 

operating system.

• The term «portable» refers to the format’s

versatility in numerous environments of 

operating system software architecture.
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Some sections

• .text

– Contains the executable code

• .data

– Contains inizialized data

• .reloc

– Contains relocation information

• .rsrc 

– Contains resource info of a module

• .idata

– Contains import data



Memory mapping

– Direct mapping in memory



DLL

• Dynamic-link Library
– Shared library between many processes

– It is a PE file with the IMAGE_FILE_DLL flag set

– It exports some functions

• Linking a DLL:

– Dynamic Linking: the OS loads the DLLs in memory using IAT

– Runtime Linking: when needs the DLL, the process uses

dllHandle = LoadLibrary ( filename );

funcAddress = GetProcAddress ( dllHandle, functionName);

call funcAddress; 


