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PE file format

 The Portable Executable (PE) format is a
file format for executables and DLLs used
In 32-bit and 64-bit versions of Windows
operating system.

« The term «portable» refers to the format’s
versatility iIn numerous environments of
operating system software architecture.
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Dissected PE

HA BabichS o et InC04 SR UIAIAOACD
w0 a0 cema com

simple

header

technical details about the executable

simple.exe

sections

contents of the executable

PE layout

DOS header

shows it's a binary

PE header

shows it's a ‘modemn’ binary

optional header

executable information

data directories

pointers to extra structures (exports, imports....)

sections table

defines how the file is loaded in memory

code

what is executed

imports

link between the executable and (Windows) libraries

data

information used by the code

Hexadecimal dump
SDNSH 20 20-88 08 2@ 99-80 82 98 96-28 89 88 e8

90 00 89 99-00 89 89 09-98 @2 99 Pe-HEVEENEAVER

SGIMSIEANEA-NONGY B3NAG-00 °° 09 06-08 89 00 89
98 €0 20 so-ENNEE 82 81...

H Ol 68 88-88@ 80
80 20 28 20-00 08 @0 BB -ganiereaiee-ce ee
20 ee eo oco-SENGENSENGE-DeNISTEaIRe -eNE
09 66 £0 20-00 02 20 00-BA'EE 00 ©6-68 20
BaNENEENeE B2 e ee-0e 2 o8 oo-EHENER
80 ee 22 29-0e 6@ 28 90-0e 82 99 06-88 99
89 06 26 co-IENDENEENES. . .

..52 28 92 08-88 82 00 08
88°'28788"88-00 60 20 00-00 62 90 00-00 29 €0 ee
00 66 22 20-00 00 20 90-02 02 90 ©0-00 20 00 ee

ASCIl dump

g2 12 92 29-80 18 22 88-68 22 90 co-BENE2NBETEE
98 @@ 22 90-00 82 20 90-80 82 20 °o-ZENEENGENSE
2ENT2U6461=74"61788"08-82 12 23 ee8-82 28 ee ee
98182188060 -DeNDNNEaNeE -0¢ ce 08 e6-08 8 08 o8
CERCERCERERR e L
8@ e g0 90-88 38 62 90-6@ 82 o0 o¢-BENGEIBONEE
99 86 0 20-00 08 e@ 90-0¢ 82 90 co-HENEENERNCE

&R 09 65 GSIGNMENGE 59- ITNSEIGANGE-6R B8 FFUIS
78728748789 -6R 88 FF 15-58°28°48788

3002008808806 60 60 00-00 @8 90 A6-78 20 08 88
SRI200E0 R0 MN2aNRaNaa-20 22 82 A0-28 82 80 68
852000 00-T0N20080"00-00 e2 00 o0-0e 20 60 ee
B0 90 80 20-9@ 6@ 88 99-00 @8 ea 88-4C 28 90 88
80°90788°88-5A 2¢ 60 20-80 e2 80 o0-NENBRNNSIZE
691‘5'72-“636573-73“08004(165 AR E]
6l 67 65 42-6F 78 41 90-I0N28700100=E8128 00108

=800 88 'P8 6B &5 72 6E-65 &C 33 32
2EV64TELIGC=00 75 73 65-72 33 32 2E-64 6C 6C @8

61 28 73 69-6D 78 6C 65-28 58 45 2065 78 65 63
TS:TATE1- 6256065788 48-65 6C 6C 6F-28 77 6F 72
6C 64 21 88

p.@ }-@

a.simple.PE. exec
utable.b r




—
PE layout
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Some sections

e .text
— Contains the executable code
e .data
— Contains inizialized data
* .reloc
— Contains relocation information
* .ISIC
— Contains resource info of a module
 .ldata

— Contains import data
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Memory mapping

— Direct mapping in memory

In Memary
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DLL

* Dynamic-link Library
— Shared library between many processes
— Itis a PE file with the IMAGE_FILE_DLL flag set
— It exports some functions

e Linking a DLL:
— Dynamic Linking: the OS loads the DLLs in memory using IAT
— Runtime Linking: when needs the DLL, the process uses

dllHandle = LoadlLibrary ( filename );
I

v
funcAddress = GetProcAddress ( dllHandle, functionName);

—

call funcAddress;
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