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PE file format

 The Portable Executable (PE) format is a
file format for executables and DLLs used
In 32-bit and 64-bit versions of Windows
operating system.

« The term «portable» refers to the format’s
versatility iIn numerous environments of
operating system software architecture.
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Dissected PE
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PE layout

Dos MZ Header '

DOS Stub

PE File Header
PE Signature ]

Image_O ptional_Header
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Array of Image_Section_Headers
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Some sections

e .text
— Contains the executable code
e .data
— Contains inizialized data
* .reloc
— Contains relocation information
* .ISIC
— Contains resource info of a module
 .ldata

— Contains import data
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Memory mapping

— Direct mapping in memory

In Memary
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DLL

* Dynamic-link Library
— Shared library between many processes
— Itis a PE file with the IMAGE_FILE_DLL flag set
— It exports some functions

e Linking a DLL:
— Dynamic Linking: the OS loads the DLLs in memory using IAT
— Runtime Linking: when needs the DLL, the process uses

dllHandle = LoadlLibrary ( filename );
I

v
funcAddress = GetProcAddress ( dllHandle, functionName);

—

call funcAddress;

‘—_.__._-_
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General Rules for Malware
Analysis

* Don’t Get Caught in Details

— You don’t need to understand 100% of the
code

— Focus on key features
* Try Several Tools
— If one tool fails, try another
— Don’t get stuck on a hard issue, move along

* Malware authors are constantly raising the
bar

__—_____-_
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Basic Analysis

« Basic static analysis
— View malware without looking at instructions
— Tools: VirusTotal, strings

— Quick and easy but fails for advanced
malware and can miss important behavior

» Basic dynamic analysis
— Easy but requires a safe test environment
— Not effective on all malware

__—_____-_
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Only a First Step

* Malware can easily change its signature
and fool the antivirus

 VirusTotal iIs convenient, but using it may
alert attackers that they've been caught

S total

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

No file selected Choose File

Maximum file size: B4MB

—_—__.__-—
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Hashes

« MD5, SHA-1, SHA-256, SHA 512

« Condenses a file of any size down to a fixed-length
fingerprint

* Uniquely identifies a file well in practice

— There are MD5 collisions but they are not common
— Collision: two different files with the same hash

« Label a malware file
« Share the hash with other analysts to identify malware

 Search the hash online to see If someone else has
already identified the file

—
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HashCalc

H HashCalc l — | - |
Drata Format; [rata:
| File hd C:Alzershatudents\Deskiopp3. pocap J
F.ey Format; =1
| HMALC Text sting |
W D5 A25E5EbRe299d1 904691 51 81fd7¥b230
| MD4
W SHAT 991 d4e880332dd6aasbadbB3040,/38a609(1 653134
| SHAZEE
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Strings

* Any sequence of printable characters is a
string

« Strings are terminated by a null (0x00)

* ASCII characters are 8 bits long
— Now called ANSI

» Unicode characters are 16 bits long
— Microsoft calls them "wide characters"

—
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Packing Files

« The code is compressed, like a Zip file
« This makes the strings and instructions unreadable

« All you'll see is the wrapper — small code that unpacks
the file when it is run

Start

Start
-

Wrapper Program

Criginal Executable

[Strings and other Packed Executable
information visible]
[Strings and other
information not
vi&ib|ﬁ'|
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Detecting Packers with PEID

Fle: | C:\malwarelorig_af2.ex_
Entrypoint: | OOOOEEAD EP Section: | UPX1 > |
File Offset: | 0DOOSOAD First Bytes: |60,BE, 15,40 | > |
Linker Info: 6.0 Subsystem: 'Win32 console | > |
UPX0,89.6-1.02/1.05-2.90-> Marku@

Multi Scan Task Viewer Options | About ] Exit
IV Stay on top »» ] ->

Figure 2-5. The PEID program

—_—__.__-—




CFF Explorer

s CFF Explorer VIl
File Settings

5 W

& 1 Rle: Fahrenheit exe

3 Dos Header

“'_\_, Address Converter
A\, Dependency Walker
), Hex Editor

A, Identifier

2, Import Adder

"'}_, Quick Disassembler
A, Rebuilder

'*',\, Resource Editor

LTTTTTT Tl Tal

Fahrenhein exe X
Property Value l
VFoIe Name 'C:' temp'\Fahrenheit\Fahrenheit\bin\Debug\Fahrenheit.exe
File Type Portable Executable 32 NET Assembly
File Info Microsoft Visual Studie .NET
File Size .9.53 KB (9728 bytes)

;E gx;e .9.5«3 KB (9728 bytes)

Created | Thursday 19 September 2013, 18 47.07

;.!c;deed I Thursday 19 September 2013, 14 47.07

VL'«ccened Thursday 19 September 2013, 14 47.07

MD5 D390E960728C9B20837ECT7AS17E8CB5D

SHA-1 G0EAT7519CD1039B10B1088A218CSB25A9742007

Property [ Value r 2

FileDescription Fahrenheit

FileVersion 1000
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Dynamic Analysis

« Static analysis can reach a dead-end, due
to

— Obfuscation
— Packing

— Examiner has exhausted the available static
analysis techniques

* Dynamic analysis Is efficient and will show
you exactly what the malware does

__—_____--_
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Sandbox

 All-in-one software for basic dynamic analysis

* Virtualized environment that simulates network
services

 Examples: Joe Sandbox, ThreatExpert, BitBlaze,
Cuckoo Sandbox, Hybrid Analysis

* They produce a report of results
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Process Monitor

* Monitors registry, file system, network,
process, and thread activity

» All recorded events are kept, but you can
filter the display to make it easier to find
items of Interest

* Don't run it too long or it will fill up all RAM
and crash the machine

__—_____--_




Procmon

=¥ Process Monitor - Sysinternals: www.sysinternals.com o | B e
Eile Edit Ewent Filter Tools Options Help
BH | ABE | vAS | B &5 | FEELEZM
Time of Day Process Name FID Operstion Path Result Dietail G
1:17:48.5991853 PM | Explorer EXE 3188 ﬂHegOpenKﬁy HELM"Software Microsoft \WWindows CumentVersion®.... SUCCESS Desired Access: Query Value
1:17:48.5592018 PM | 5, Explorer EXE 3188 @ ReqlloseKey  HKLM\SOFTWAREMicrosoft \Windows\Cument Versi... SUCCESS
1:17:48 5558061 PM | 5 Explorer EXE 3188 :EiuCloseFile CAWindows winsxs '« BE_microsoft windows common-... SUCCESS
1:17:48.6001052 PM || calc exe 2072 ﬁHegOpenKﬁy HELM"Software Microsoft \Windows " Windows Emor ... SUCCESS Desired Access: Cluery Value
1:17:43.6001273 PM || calc exe 2072 ﬂHegQuerﬂ-‘alue HELMYWSOFTWARE \Microsoft\Windows \Windows Er.. SUCCESS Type: REG_DWORD, Length: 4, ...
1:17:48.6001350 PM || calc exe 2072 ﬁHegGDseKﬂy HELM\SOFTWARE Microsoft\ Windows“Windows Er.. SUCCESS
11748 6001722 PM || calc exe Hi72 :EiuﬂeadFile CAWindows  System 32 calc exe SUCCESS Cffset: 103,424, Length: 32 768, |
1:17:48.6011060 PM || calc exe 2072 :E_inCreateﬁle CAWindowsSystem 328 WindowsCodecs dll SUCCESS Desired Access: Read Attributes, ..
1:17:48.6011278 PM || calc exe 2072 ;_:_i\Quer'_.rBasiclrdu:ur...C:"-.‘.".n'inu:lows"-—.S}rstem32"-.‘."a'induwsCDdecs.dII SUCCESS CreationTime: 7/13/2009 4:.25:14 ..
1:17:48.6011337 PM || calc exe 2072 f—_:lCleeFlle C:Windows System 32\ WindowsCodecs dll SUCCESS
11743 6012132 PM || calc exe Hi72 :Eiulf.reateﬁle CAWindows System 328 WindowsCodecs dll SUCCESS Desired Access: Read Data/List
1:17:48.6012344 PM || calc exe 2072 :E_inCreateﬁleI'u'lapp...C:"-.Windows"-.S‘_.rstem32"-.‘."4'ind0wsCadecs.dII FILE LOCKED WI... SyncType: SyncTypeCreate Secti...
1:17:43.6012501 PM || calc exe 2072 ;_:_i\CreateFiIeMapp...C:"-.Winu:lows"-—.System32"-.‘."a'induwsCDdecs.dII SUCCESS SyncType: SyncTypeCther
1:17:48.6013372 PM || calc exe 2072 &7 Load Image C:Windows System 32\ WindowsCodecs dll SUCCESS Image Base: k73520000, Image ...
1:17:43 6013736 PM [ calc exes Hi72 :EiuCloseFile CAWindows System 328 WindowsCodecs dll SUCCESS
1:17:48.6015378 PM || calc exe 2072 ﬁHegOpenKﬁy HEKC L SoftwareClasses SUCCESS Desired Access: Maximum Allowe. ..
1:17:48.6015551 PM || calc exe 2072 ﬂHegQuewKe*_.r HEKC LM Software Classes SUCCESS Queny: Name
1:17:48.6015657 PM || calc exe 2072 ﬁHegOpenKﬂy HKCLUM\Software Classes\CLSIDWFAE3D280-FEAS4. .. NAME NOT FOUND Desired Access: Read
1:17:48 6015737 PM [ calc exe 2072 #¥Realpenkey  HKCR\CLSIDW[FAE2D380-FEA4-4623-8C75-CEBE111.. SUCCESS Desired Access: Read
1:17:48.6015937 PM || calc exe 2072 ﬁHegQuer},’Key HEKC L SoftwareClasses SUCCESS Query: Name
1:17:43.6016002 PM || calc exe 2072 ﬂHegOpenKﬁy HKC UM Software Classes CLSID{FAEID380-FEAL-4... NAME NOT FOUND Desired Access: Read
1:17:43 6016130 PM || calc exe 2072 ﬁﬁeg@pen}{w HKCRMWCLSIDW{FAE3D380-FEA4-4623-8C75-C6B6111..NAME NOT FOUND Desired Access: Read -
Showing 128,723 of 253,268 events (50%) Backed by virtual memory

'—
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Process Monitor Toolbar

Start/S Eil Default Filters
tarstop Erase lter Registry, File system, Network,
caplure Procesges

’
(=¥ Proces\Monitor - Yysinternal: www.sysinternals.com

File Edit ent Fil{gr To Options  Help

EH | ABE | vASG | B &5 [ZBLELD M

Time of Day Process Mame PID Operation Path

1:17:48.5591833 PM |, Explorer EXE 3138 ﬁHengenI{E}r HKLM" Software \Microsoft \ Wir
1:17:48.5592018 PM |, Explorer EXE 3188 @ FeqClosekey  HKLM\SOFTWARE'\Microsoft®
1:17:48 55538061 PM | 5, Explorer EXE 3188 Bk CloseFile CAWindows winsxs"a«86_micros

T B M ST PNl 1 ] . .h-l—\. - - LA e A
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2 Process Explorer - Sysinternals: www.sysinternals.com [W7\student]

= | )

File Options View Process Find Users Help
d @ B2EEE|F R &S i | .
Process PID CPU  Prvate Bytes  Working Set  Description Compary Mame n
[E}System |dle Process 0 5681 0K 24 K
= 1| System 4 009 43 K 560 K
B Intermupts na 0.88 0K 0 K Hardware Intemupts and DPCs
CRENEEEE 260 24K 748 K Windows Session Manager  Microsoft Corporation =
[m 7 cares exe Mg <0 1252 K 3,164 K Client Server Rurtime Process Microsoft Corporation
=l (w5 wininit exe 400 892 K 3.084 K Windows Start-Up Application  Microsoft Corporation
= [m7 services exe 04 0.1 3572 K 6,640 K Services and Controllerapp . Microsoft Corporation
=l =7 svchost exe 652 2700 K 6,024 K Host Process for Windows 5... Microsoft Corporation 3
[n7 dllhost exe 1716 6176 K 4 304 K COM Sumogate Microsoft Corporation
(57 WmiPrvSE exe 740 1,804 K 4736 K WMI Provider Host Microsoft Corporation
[m 7 zvchost exe 724 =0 2972K 6,012 K Host Process for Windows 5... Microsoft Corporation
=l [m svchost exe ir2 13776 K 11,760 K Host Process for Windows 5... Microsoft Corporation
[naudiodg exe 3200 14,560 K 13.572 K Windows Audio Device Grap... Microsoft Corporation
=l [m7 svchost exe M2 FHIK 42 232 K Host Process for Windows 5... Microsoft Corporation
[m " dwmn exe 328 074 61,892 K 27576 K Deslktop Window Manager Microsoft Corporation
[m | svchost exe 936 002 20,836 K 29,900 K Host Process for Windows 5... Microsoft Corporation
[m | svchost exe 1116 0.03 5136 K 8,240 K Host Process for Windows 5... Microsoft Corporation
[m | svchost exe 1260 0.06 10,840 K 11,960 K Host Process for Windows 5... Microsoft Corporation
[ | zpoolsv exe 1352 532K 7436 K Spooler Sub5System App Microsoft Corporation
[m | svchost exe 1338 6,752 K 8,720 K Host Process for Windows 5... Microsoft Corporation
[m7svchost exe 1500 2472K 4,712 K Host Process for Windows 5... Microsoft Corporation
i’agugnc.exe 1552 <0.01 1216 K 3,520 K gogoCLIENT gogob, Inc.
@wntnulsd.exe 1728 007 7260 K 10,368 K VYMware Tools Core Service  VMware, Inc. -
[m1|svwchost exe 4 | m | *

CPU Usage: 3.19%

Commit Charge: 21.92% Processes: 57 Physical Usage: 30.24%




Wireshark

- ; ey Y [ 17 OO ¥y ey = g ——|
Do 1 T t Adapte ->-:\""~ 65 (SVN Rev 40425 from /trunk-1.6)1 B — =
| Ele Edit Yiew Go Capture Analyze Statistics Tdephonz Jools [nternals Help
BN SEXTE A+»aT2 [EE Qaan @08 % 8

1
Filter: | v | Expression...

ANl h N LA SISy AN - e e Da s e A e MM WA Ml A RAM SR A s A

10684 11:05:51.330276 192.168.10.126 192.168.10.130 uop 210 Source port: 4723 Dpestination port: 60729

10685 11:05:51.338450 192.168.1.33 192.168.1.4 TCP 196 xgrid > 55061 [PSH, ACK] Seq=331003 Ack=l Win=8706 Len=142

10686 11:05:51.338644 192.168.1.4 192.168.1.33 TP 54 55061 > xgrid [ACK] Seqel Ack=331145 win=16070 Lens0

10687 11:05:51.338874 192.168.1.33 192.168.1.4 TCP 196 xgrid > 55061 [PSH, ACK] Seqe331145 Acke=l Wine8706 Len=142

10688 11:05:51.339258 192.168.1.33 224.0.1.0 vop 184 Source port: 41475 Destination port: 4770 PaCket
10689 11:05:51, 346775 192.168,10.126 192.168.10.130 upP 210 Source port: 4723 Destination port: 60729

10690 11:05:51.353886 192.168.1.33 224.0.1.0 uoP 184 Source port: 41475 Destination port: 4770

10691 11:05:51.357375 192.168.1.33 192.168.1.4 TP 196 xgrid > 55061 [PSH, ACK] Seqw331287 Acke=l Win=8706 Lenw142 capture
10692 11:05:51.357573 192.168.1.4 192.168.1.33 TCP 54 55061 > xgrid [ACK] Seqel Ack=331429 Win«16425 Len=0

10693 11:05:51. 361889 192.168.1.34 224.0.1.0 uoP 148 Source port: 61227 Destination port: 10126

10694 11:05:51.362733 192.168.1.35 224.0.1.0 uop 390 Source port: 60632 Destination port: 10127

10695 11:05:51, 363542 192.168.10.126 192.168.10.130 uoP 210 Source port: 4723 Destination port: 60729

10696 11:05:51.369624 192.168.1.33 224.0.1.0 uop 184 Source port: 41475 Destination port: 4770

10697 11:05:51.380278 192.168.10.126 192.168.10.130 uopP 210 Source port: 4723 Destination port: 60729

10698 11:05:51.382020 192.168.1.33 192.168.1.4 TCP 196 xgrid > 55061 [PSH, ACK] Seq=331429 Ack=1 win=8706 Len=142

10699 11:05:51.386170 192.168.1.33 224.0.1.0 uop 184 Source port: 41475 Destination port: 4770

10700 11:05:51.395149 192.168.1.34 224.0.1.0 vop 148 Source port: 61227 Destination port: 10126

10701 11:05:51.396154 192.168.1.35 224.0.1.0 uop 390 Source port: 60632 Destination port: 10127

10702 11:05:51. 396898 192.168.10.126 192.168.10.130 uop 210 Source port: 4723 Destination port: 60729

10703 11:05:51.402645 192.168.1.33 224.0.1.0 uoP 184 source port: 41475 Destination port: 4770

10704 11:05:51.406757 192.168.1.33 192.168.1.4 TCP 196 xgrid > 55061 [PSH, ACK] Seqe331571 Ackel win=8706 Len=142

10705 11:05:51.407067 192.168.1.4 192.168.1.33 TCP 54 55061 > xgrid [ACK] Seqel Ack«331713 win=16354 Len=0

10706 11:05:51.407257 192.168.1.33 192.168.1.4 TCP 196 xgrid > 55061 [PSH, ACK] Seqe331713 Ack=l Wine8706 Len=142

10707 11:05:51.413467 192.168.10,126 192.168.10.130 210 Source port: 4723 Dpestination port: 60729 -

'8

Frame 1: 210 bytes on wire (1680 bits), 210 bytes captured (1680 bits) ac et
Ethernet II, Src: Ge_41:3d:4b (00:a0:f4:41:3d:4b), Dst: Schweit2_02:b7:33 (00:30:a7:02:b7:33)

Internet Protocol version 4, Src: 192.168.10.126 (192.168.10.126), Dst: 192.168.10.130 (192.168.10.130)

User Datagram Protocol, Src Port: 4723 (4723), Dst port: 60729 (60729) detall
Data (168 bytes)

0000 7 7
0810 00 ¢4 33 d1 00 00 1e 11 d2 07 cO a8 0a 7e
0020 7 7
0030 51 48 9a ¢8 00 06 dd d0 <0 00 0O 00 00 00
0040 00 00 00 00 00 00 00 00 00 00 00 00 00 00

AACA AN AN DA AN AN AN (A AR AN AR AN AR /A AN AN AN

0 File: "C:\Users\jeffotto\AppData\Local\Tem... « Packets: 38680 Dusplayed: 38680 Marked: 0 Dropped: 0
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o
o
-
8
o
o
88835
o
-

Profile: Default




Follow TCP Stream

[ Follow TCP Stream = | B S

e Can safe

GET /cgi/counter/sbowne HTTP,/1.1
Host: stuff.mit.edu

Connection: keep-alive
I eS rOI I l Accept: 'image/webgln,*/*;q=0.8
User-aAgent: Mozilla/5.0 (windows NT 6.1) Applewebkit/537.36 (KHTML, Tike Gecko)

chrome/29.0.1547.57 safari/537.36
referer: http://samsclass.info/

Accept-Encoding: gzip,deflate,sdch
S re al I lS Accept-Language: en-uUs,en;q=0.8

HTTP/1.1 200 OK
Date: sun, 25 Aug 2013 19:00:33 aMT

server: Apache
ere OO Keep-Alive: timeout=10, max=100
Cconnection: Keep-Alive
Transfer-encoding: chunked
Ccontent-Type: image/png

az

. PNG

IHDR. . 4o eeeeeeennnnns PLTE...... Uoom o GIDAT..Cuvrvnnn. 3 gsl...... \

B R o T T R >(B.i..... L B R I T IEND. B

0

I

Entire conversation (667 bytes) El

| Eind || saeas || pint |© ascr *) EBCDIC “ Hex Dump ) C Arrays @ Raw ]

Filter Qut This Stream J [ Close ] II

o = = =




Inetsim

kali-linux-i386-gnome-vm "3

(Al B @ 0 0 6 & B =] A« H @ v P B 3«

Internet Protocol Version 4 (TCP/IPw4) PpoEI’fIE-

General | Alternate Configuration

Sun Aug 25, 3:57 PM

Output: Muted

. . E51371 [AudioPCI-97] Analog Stereo
View Search Terminal Help - — ] Analog Stereo

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ Obtain an IP address automatically
Use the following IP address:

1
ok

Obtain DMNS server address automatically

@) Use the following DMS server addresses:

efault# ]

Preferred DMS server: 192 . 168 . 1 . 132

Alternate DNS server: . . . L

Validate settings upon exit |m| t |

[ OK l | Cancel |

(AL LORIWE

o

-
T L B B o | i IS S Y S WO N
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INetSIm Fools a Browser

sM IMetSim default HTML pa: % %
o C f [ fredcom w| E

This is the default HTML page for [INetSim HTTP server fake mode.

This file 1s an HTML document.
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Using the Tools

* Procmon

— Filter on the malware executable name and
clear all events just before running it

* Process Explorer

* Regshot

 Virtual Network with INetSIim
* Wireshark

—_—__._._—_
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Virtual Network

Windows Virtual Machine Linux Virtual Machine
(S
IP Address = 192.168.117.170 INetSim
NS Server-=:127.0.0:1 P Address = 192.168.117.169
B NS Request
i | HTTPS: 443
P GET |
Browser HTTP GE (P 21
DNS: 53 | HTTP: 80
ApateDNS Redirect | ‘
192.168.117,169 ‘91C.

Figure 4-12. Example of a virtual network




