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PE file format

• The Portable Executable (PE) format is a 

file format for executables and DLLs used

in 32-bit and 64-bit versions of Windows 

operating system.

• The term «portable» refers to the format’s

versatility in numerous environments of 

operating system software architecture.



PE layout



PE layout



Some sections

• .text

– Contains the executable code

• .data

– Contains inizialized data

• .reloc

– Contains relocation information

• .rsrc 

– Contains resource info of a module

• .idata

– Contains import data



Memory mapping

– Direct mapping in memory



DLL

• Dynamic-link Library
– Shared library between many processes

– It is a PE file with the IMAGE_FILE_DLL flag set

– It exports some functions

• Linking a DLL:

– Dynamic Linking: the OS loads the DLLs in memory using IAT

– Runtime Linking: when needs the DLL, the process uses

dllHandle = LoadLibrary ( filename );

funcAddress = GetProcAddress ( dllHandle, functionName);

call funcAddress; 



General Rules for Malware 

Analysis

• Don’t Get Caught in Details

– You don’t need to understand 100% of the 
code

– Focus on key features

• Try Several Tools

– If one tool fails, try another

– Don’t get stuck on a hard issue, move along

• Malware authors are constantly raising the 
bar



Basic Analysis

• Basic static analysis

– View malware without looking at instructions

– Tools: VirusTotal, strings

– Quick and easy but fails for advanced 

malware and can miss important behavior

• Basic dynamic analysis

– Easy but requires a safe test environment

– Not effective on all malware



Only a First Step

• Malware can easily change its signature 

and fool the antivirus

• VirusTotal is convenient, but using it may 

alert attackers that they’ve been caught



Hashes

• MD5, SHA-1, SHA-256, SHA 512

• Condenses a file of any size down to a fixed-length 

fingerprint

• Uniquely identifies a file well in practice

– There are MD5 collisions but they are not common

– Collision: two different files with the same hash

• Label a malware file

• Share the hash with other analysts to identify malware

• Search the hash online to see if someone else has 

already identified the file



HashCalc



Strings

• Any sequence of printable characters is a 

string

• Strings are terminated by a null (0x00)

• ASCII characters are 8 bits long

– Now called ANSI

• Unicode characters are 16 bits long

– Microsoft calls them "wide characters"



Packing Files

• The code is compressed, like a Zip file

• This makes the strings and instructions unreadable

• All you'll see is the wrapper – small code that unpacks 

the file when it is run



Detecting Packers with PEiD



CFF Explorer



Dynamic Analysis

• Static analysis can reach a dead-end, due 

to

– Obfuscation

– Packing

– Examiner has exhausted the available static 

analysis techniques

• Dynamic analysis is efficient and will show 

you exactly what the malware does



Sandbox

• All-in-one software for basic dynamic analysis

• Virtualized environment that simulates network 

services

• Examples: Joe Sandbox, ThreatExpert, BitBlaze, 

Cuckoo Sandbox, Hybrid Analysis

• They produce a report of results



Process Monitor

• Monitors registry, file system, network, 

process, and thread activity

• All recorded events are kept, but you can 

filter the display to make it easier to find 

items of interest

• Don't run it too long or it will fill up all RAM 

and crash the machine



Procmon



Process Monitor Toolbar

Start/Stop

Capture

Default Filters

Registry, File system, Network, 

Processes

Erase Filter





Wireshark



Follow TCP Stream

• Can safe 

files from 

streams 

here too



inetsim



INetSim Fools a Browser



Using the Tools

• Procmon

– Filter on the malware executable name and 

clear all events just before running it

• Process Explorer

• Regshot

• Virtual Network with INetSim

• Wireshark




